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have been approved by the EU 
Commission. 

The Need for EU Representatives
Any UK businesses that do not have a 
branch or establishment in any other EEA 
state but which either (i) offers services to 
EEA individuals or (ii) monitors the behaviour 
of EEA individuals will need to appoint an 
EU representative. That business 
will need to:
•  appoint a representative in writing to act 

on its behalf in relation to the GDPR 
compliance and deal with any EEA 
supervising authorities or individuals;

•  the representative can be an individual, 
company or organisation;

•  the representative needs to be in one of 
the EEA countries where individuals 
whose personal data is being processed 
are located;

•  details of this representative must be given 
to EEA-based individuals whose data is 
being processed;

•  the representative also needs to be 
“accessible” to EEA supervising authori-
ties, such as by being identified on the 
company’s website

A representative is not needed if the 
processing of personal data is only 
occasional or of low risk to the rights of 
individuals and does not involve large scale 
use of special category or criminal of-
fence data.

Continuing EU Regulatory Oversight of UK 
Businesses. One of the important effects of 
Brexit is the end of the “one stop shop” 
approach so UK tech businesses involved in 
cross-border processing of personal data 
may now be subject to additional regulatory 
investigation by the supervisory bodies in 
one or more EEA states in addition to the 
ICO. Even worse, it is open to fines from an 
EEA supervisory body too.

For example, even in the simplest situation 
where a UK business has 2 establishments, 
one in UK and one in the EEA and there is a 
security breach affecting EEA customers, 
there is now the possibility of investigations 
by both the ICO and relevant EEA supervi-
sory body. The UK business could even be 
fined by both. 

In a worst case scenario, for a UK business 
that has no establishment at all in the EEA 
but its personal data processing is likely to 

substantially affect individuals in one or 
more EEA state, any security breach 
affecting individuals will be subject to 
investigation by the ICO in relation to UK 
GDPR and it may also be investigated by 
any (or all) of the EEA supervisory authorities 
if individuals have been affected in their 
state. Consequently, fines could now be 
imposed by both the ICO and the supervi-
sory authority in every EEA state where 
individuals have been affected.
In order to avoid the risk of investigations by 
several supervising bodies, UK businesses 
with EEA establishments should consider 
arranging matters so that one of the EEA 
establishments becomes the “main 
establishment” under EU GDPR rules.

Intellectual Property Rights
The general position in relation to copyright 
and patents is that Brexit will have no great 
effect, as neither are governed by EU rules 
or institutions. However, EU trade marks 
and other EU registered rights are affected 
with the result that:
•  existing EU rights are no longer valid in the 

UK but the UK has introduced equivalent 
UK rights so that no practical action 
is needed;

•  for any pending or future filings, dual 
applications will be needed in both the UK 
and EU to ensure full geograph-
ic coverage;

•  businesses will need to check that their 
legal representatives are still able to 
represent them before the UK or EU IPO;

•  pan-EU injunctions will no longer cover the 
UK so additional proceedings may be 
necessary.

Exhaustion of IP Rights. The result of the  
Intellectual Property (Exhaustion of Rights) 
Regulations 2019 is that, although owners 
of UK IP rights will not be able to prevent 
parallel imports from the EEA, as the UK will 
no longer be an EU Member State, owners 
of IP rights in the EEA will be able to prevent 
parallel imports from the UK. Any UK parallel 
importers will need to review whether they 
will need the EEA-based IP rights holder’s 
permission to export goods to the EEA. 

Digital Trade
The Brexit trade deal includes a section 
encouraging digital trade between the UK 
and EU and is more ambitious than most 
free-trade agreements entered into by the 
EU. The agreement encourages the 
provision of products and services to each 
other via digital channels such as the 
internet and includes:
•  an obligation in favour of cross-border 

data flows;
•  a ban on data localisation, which means 

that, in general, there can be no require-
ments for data to be stored in 
the UK or EU;

•  a ban on any requirement to see the 
source code of applications being used to 
provide products and services;

•  a general rule that electronic contracts, 
signatures and the provision of services 

digitally will receive equal treatment in both 
the UK and EU;

•  a commitment from both the UK and EU 
to ensure high standards of personal data 
protection;

•  an obligation from the UK and EU to 
co-operate in the development of 
emerging technologies such as Artificial 
Intelligence and quantum computing – it is 
hoped that common understanding and 
co-operation will enable any technologies 
developed in the UK or EU to be marketed 
more easily in the other’s markets.

The Ability of UK Workers to Deliver 
Services in the EEA
The agreement reached has been largely 
successful in ensuring that UK businesses 
can continue to provide technology services 
throughout the EEA without significant 
disruption. The main points of the 
agreement are:
•  no requirement for visas for short term 

trips to the EEA (less than 90 days in any 
180 day period);

•  there will generally be no economic needs 
test to be satisfied for workers providing 
short-term services in the EEA and the list 
of permitted activities will include meet-
ings, sales, consultancy and post-sales 
services such as repair and maintenance;

•  a prohibition on the EEA states or the UK 
discriminating against service suppliers 
based in the other’s territory;

•  a ban on any requirements for a local 
presence to provide most services.

Given that there is not yet full harmonisation 
of the provision of services within the EU, 
there are a number of exceptions at the EEA 
member state level in relation to employees 
physically travelling to deliver services and 
so businesses should check in relation to 
national rules in this area.

Telecoms
An open approach to the telecoms market 
has been followed so that both UK and EU 
providers will have access to each other’s 
telecoms networks and so will not have to 
wait for any prior authorisation before they 
begin to deliver services – such a high level 
of mutual access goes beyond traditional 
pre-trade agreements.

Cyber Security
A framework has been created for strong 
UK-EU co-operation and the UK will be 
participating in relevant expert bodies such 
as the European Union Agency for Cyber 
Security (ENISA) and the Network and 
Information Systems Co-operation Group 
(NIS) as well as co-operation with the EU’s 
Computer Emergency Response Team 
(CERT-EU).
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to be complied with for now. Longer term, it 
is hoped that the EU will confirm that UK 
data protection laws offer the same level of 
protection to EU law (data adequacy) in 
which case personal data can continue to 
be transferred without taking any extra 
steps or measures.

Regardless as to whether or not a finding of 
data adequacy is made, it is important for 
UK tech businesses to remember that EU 
GDPR will still apply to UK data con-
trollers who:
•  have an establishment in the European 

Economic Area (EEA); or
•  are monitoring or targeting individuals 

in the EEA. 

UK – EEA data transfers
The transfer of personal data from the UK to 
the EEA should not cause problems given 
that the UK Government has already 
confirmed that it regards EU data protection 
rules as being adequate.

EEA – UK data Transfers
The position is not so clear as the EU 
authorities still need to decide whether UK 
law offers data adequacy. In the event that 
the EU does not confirm data adequacy, UK 
businesses will need to take additional 
safeguards in order to ensure that personal 
data received from the EEA is compliant 
with EU GDPR – the easiest and most 
straightforward way of doing this is to adopt 
the Standard Contractual Clauses which 

additional paperwork that companies will 
need to comply with - click here.
 
As there has been no mutual recognition for 
certified products and so hardware 
manufacturers will now need to get 
regulatory approval in both the UK and EU 
for certain products. UK manufacturers 
exporting goods to the EEA will need to 
appoint an importer to deal with EU 
authorities and similarly, EEA manufacturers 
will need to do the same when exporting 
into the UK.

Commercial Contracts and the 
Supply Chain
The new non-tariff barriers that apply to 
goods mean that there could be border 
delays and longer delivery times generally. 
Any supply contract relating to goods needs 
to be reviewed to check:
• the allocation of risk in relation to delays;
•  the interpretation of “EU” or “EEA” in 

relation to the UK in existing contracts;
•  the effectiveness of jurisdiction clauses as 

the legal position on jurisdiction and 
enforcement of judgments in the EU is not 
clear now that the Brussels Regulation no 
longer applies.

Data Protection and the Transfer of 
Personal Data between the UK and EU
In parallel with the Brexit trade deal, the UK 
and EU have agreed allowed a further 6 
month period for the free flow of personal 
data between their territories which means 
that no additional rules or procedures need 

The effect of the Brexit 
trade deal on the UK tech 
sector
The UK-EU Trade & Cooperation Agreement 
sets out the new terms of trade for all UK 
businesses in respect of the EU from 1 
January 2021. The fact that a deal has been 
reached is a boost as it removes uncertainty 
and should encourage continued invest-
ment into the UK technology sector: it is 
estimated that a total of £30bn was invested 
in the UK between 2017-19, more than in 
France and Germany combined. 

Although some rules will be phased in over 
time, the vast majority apply immediately 
and so the UK tech sector needs to be 
aware of them right now. The new arrange-
ments will mean additional paperwork and 
bureaucracy will be needed in future. We set 
out below a summary of the key aspects of 
the Brexit Trade Deal for the Tech Sector:

No Tariffs or Quotas for Importing & 
Exporting Goods
Although the agreement ensures that there 
will be no tariffs or quotas applying to goods 
traded between the UK and EU and that 
there will be no limit on quantities of goods 
that can be traded, there will now be 
non-tariff barriers (border checks and extra 
paperwork and regulatory procedures etc) 
that will need to be complied with by the 
tech sector. The Government has provided 
detailed information in relation to the 

Editorial Welcome note 
Welcome to the latest edition of the Tech News, providing you with up-to-date information about issues 
affecting businesses in the technology sector.

Mark Lucas examines how introduction of the National Security and Investment Bill is likely to affect Mergers & 
Acquisitions (M&A) activity.

Now the transition period has come to an end, Laurie Heizler asks what Brexit means for IP rights owners, and 
how trade marks and designs are affected.

Since the vast majority of the Brexit trade deal rules apply immediately, John Warchus identifies the deal’s key 
aspects while clarifying why businesses must familiarise themselves with the deal without delay.

If your business transfers personal data to or from Europe, targets European customers or does business 
within the EEA, our comprehensive overview of important changes to data protection laws will tell you not only 
what you need to know straightaway but what you need to do.

If you have any comments or suggestions for future Tech News topics, or for advice on anything we’ve cov-
ered here, please contact us.
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The most appropriate safeguard for most 
businesses will be to use these standard 
contractual clauses – current EU standard 
contractual clauses can continue to be used 
for transfers from the UK. The legal meaning 
of these standard contractual clauses 
shouldn’t be changed, but businesses can 
change EU GDPR terminology to terminolo-
gy that reflects the UK data-protection law.

The Information Commissioner’s Office has 
created a UK version of the standard 
contractual clauses, with further guidance, 
on the Information Commissioner’s Office 
website at www.ico.org.uk.

I’m based in the UK and do business in 
the EEA. Do I need to appoint a repre-
sentative in the EEA?
If your business is not located in the EEA 
and you offer goods or services to individu-
als in the EEA or conduct behavioural 
monitoring of individuals in the EEA, you will 
need to appoint a representative in the EEA 
unless the obligation to appoint a represen-
tative does not apply. The appointment 
must be in writing.

The obligation to appoint a representative 
does not apply where:
•  You only occasionally process personal 

data of individuals in the EEA;
•  Your processing does not include 

large-scale use of special category data 
(this includes data revealing racial or 
ethnic origin, political opinions, religious 
beliefs, data which concerns a person’s 
health, sex life or orientation, as well as 
genetic or biometric data);

•  Your processing does not include personal 
data relating to criminal convictions; and

•  Taking into account the nature, context, 
scope and purposes of the processing, 
your processing is unlikely to result in a 
risk to the rights and freedoms of 
individuals.

The obligation to appoint a representa-
tive also does not apply to a public 
authority or body.
The representative should be in an EEA 
country where some of the individuals 
whose data you are processing are based. 
The representative must also have authority 
to be the direct point of contact for 
data-protection compliance as well as, or 
instead of, your business. Details of your 
representative must be provided to 
EEA-based individuals and this information 
must be available to the supervisory 
authority. 

I do business in the UK and am based 
outside the UK. Do I need to appoint a 
representative in the UK?
If you do not have an office, branch or other 
establishment in the UK and you are offering 
goods or services to individuals in the UK, 
or are carrying out behavioural monitoring of 
individuals in the UK, you will need to 
appoint a representative in the UK (unless 

the obligation to appoint a representative 
does not apply). Like the EU GDPR 
requirements, the appointment of the 
representative must be in writing. You are 
not obliged to appoint a UK representa-
tive where: 
•  you only occasionally process personal 

data of individuals in the UK; 
•  your processing does not include any 

large-scale processing of special category 
data or personal data relating to criminal 
convictions; or 

•  you are a public authority or body.

The representative must be authorised to 
act on your behalf regarding data-protection 
compliance and must be the point of 
contact for individuals and the Information 
Commission. You must also provide details 
of your representative to UK-based 
individuals. 

Do I need to update my privacy policy?
As above, if you’re required to appoint a 
representative in the EEA or the UK, you 
must provide details of your representative 
to EEA or UK-based individuals as appropri-
ate. This can be done by publishing the 
information in your privacy policy. 

Where your privacy policy refers to Europe-
an Union law or similar terminology you may 
need to update this to reflect UK GDPR. 

Who has regulatory oversight of my 
business’s processing of personal data?
Depending on your processing of personal 
data, you’ll need to deal with different 
data-protection authorities depending on 
your processing of personal data.

Under EU GDPR each EU member state is 
required to establish a supervisory authority 
that exercises the powers conferred on a 
supervisory authority by the EU GDPR. 
When dealing with infringements of the EU 
GDPR, the EU GDPR created a “one-stop-
shop” mechanism which allowed the 
supervisory authorities for EU member 
states to act as lead supervisory authority in 
relation to any data-protection complaint or 
objection which involves “cross-border 
processing”. 

The supervisory authority in the EU member 
state where a business has its primary place 
of business has authority to act as the lead 
supervisory authority for any “cross-border 
processing” carried out by the business. 
The lead supervisory authority and other 
supervisory authorities must co-operate with 
each other. 

“Cross-border processing” is where:
•  processing takes place in the context of 

the activities of establishments in more 
than one EU member state where the 
processor or controller of personal data is 
established in more than one EU mem-
ber state; or

•  processing takes place in the context of 
the activities of a single establishment 

where the processor or controller of 
personal data is established in an EU 
member state and carries out processing 
that substantially affects (is likely to 
substantially affect) individuals in one or 
more EU member states.

Now that the transition period has ended, 
processing in the context of a business’s UK 
establishment is no longer cross-border 
processing. In relation to its processing in 
the UK the business will need to deal with 
the Information Commissioner’s Office (ICO).

UK businesses that also process data in the 
context of an establishment in the EEA – if 
for example your business has a head office 
in the UK which handles its customer data 
and a distributor, distribution centre or office 
in the EEA – may find that whilst its process-
ing of data in the UK is not cross-border 
processing, the business’s establishments in 
the EEA may still be cross-border process-
ing and your business will need to deal with 
the appropriate lead supervisory authority 
in the EEA.

If there’s a security breach that affects your 
business’s personal data then that breach 
may need to be reported to, and may be 
investigated by, both the ICO under the UK 
Data Protection Act and the relevant lead 
supervisory authority under the EU GDPR. A 
business could be fined by both supervisory 
authorities.

The Information Commissioner has advised 
that whilst it will no longer be part of the 
“one-stop-shop” it will continue to co-oper-
ate and collaborate with the supervisory 
authorities in Europe concerning GDPR 
breaches that affect individuals in the 
UK and EEA.

Beyond the ‘bridge’
Brexit marks some important changes to 
data protection law. The four-to-six month 
“bridge” is helpful as it will allow the free flow 
of personal data between UK and EEA while 
the EU considers the UK’s application for an 
adequacy decision. Whilst we hope that the 
EU will make an adequacy decision in 
relation to the UK, businesses should take 
steps now to have processes and docu-
mentation in place to address EEA/UK data 
transfers in case this decision is not made 
until April 2021. 

If your business transfers personal data to 
or from Europe, targets European custom-
ers or does business within the European 
Economic Area (EEA), and you would like 
advice regarding the steps you should be 
taking now, please do get in touch.
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What next for data 
protection?
The end of the Brexit transition period brings 
some important changes to data protection 
laws. If your business transfers personal 
data to or from Europe, targets European 
customers or does business within the 
European Economic Area (EEA), we’ve 
outlined below what you should be 
aware of. 

In particular, as we await an adequacy 
decision from the EU, we’ve set out the 
steps that business should take now to 
have processes and documentation in place 
to address EEA/UK data transfers in case 
an adequacy decision is not made by 
April 2021. 

Does the European GDPR still apply 
in the UK?
From 1 January 2021 the European General 
Data Protection Regulation (the EU GDPR) 
ceased to be directly applicable to the UK. 

The EU GDPR is already part of UK law by 
the Data Protection Act 2018 (UK Data 
Protection Act). However, as part of the 
UK’s exit from the EU, the UK Data 
Protection Act has been modified. 

The rights and obligations under the UK 
version of the EU GDPR, along with its key 
principles, remain broadly the same as 
during the transition period. However, there 
are some important changes which mainly 
concern the rules on transfers of personal 
data between the UK and the EEA.

Brexit’s effect on transfers of personal 
data from EEA to UK
The UK is now considered a “third country”, 
meaning transfers are not permitted unless 
one of the transfer conditions as listed 
below are complied with. 

The UK has applied to the European 
Commission for an adequacy decision (that 
an adequate level protection for personal 
data is in place) and this is currently under 

consideration. If the UK receives an 
adequacy decision, then UK businesses 
may continue to process personal data in 
the usual way.

Under the EU, GDPR transfer of personal 
data from the European Economic Area to a 
third country is only permitted if one of the 
transfer conditions laid down in the EU 
GDPR is met. Broadly speaking, these 
conditions are: 
•  the European Commission must decide 

that the third country has an adequate 
level of protection for personal data – an 
“adequacy decision”;

•  Binding corporate rules must be 
in place; or

•  the transfer is subject to standard 
European Commission-approved 
data-protection clauses.

Exceptions exist for specific situations which 
may apply on a case-by-case basis, 
including where the transfer is necessary to 
establish, exercise or defend legal claims, 
and where the transfer is necessary for 
important reasons of public interest.

To ensure the free flow of personal data 
between the UK and the EEA the new Trade 
and Co-operation Agreement (entered into 
by the EU and the UK) delays the transfer 
restrictions and allows for the continued 
flow of personal data between the UK and 
the EEA for a period of up to six months 
(four months plus an extension of a further 
two months) from 1 January 2021. This 
delay period is known as the “bridge”. 

If there’s no adequacy decision by the end 
of the bridge then transfers of personal data 
from the European Economic Area to the 
UK will need to comply with the transfer 
restrictions in the EU GDPR. The simplest 
way of ensuring that the transfer conditions 
are met is to use the standard European 
Commission-approved data-protec-
tion clauses.

For companies already relying on binding 
corporate rules, these will need to be 

updated to reflect the fact that the UK is 
now a “third country” for the purposes of 
the EU GDPR.

Whilst an adequacy decision is clearly the 
hoped-for outcome, the UK Information 
Commissioner recommends that business-
es in the UK put alternative safeguards in 
place before the end of April 2021.

UK businesses that process personal data 
on behalf of customers who are controllers 
of personal data within the European 
Economic Area should be aware that 
customers must decide how to comply with 
their local laws on international transfers. 
Your customers may want to update the 
contractual terms that cover the processing 
of their personal data, and may request you 
enter into the standard contractual clauses 
for controllers and processors. Businesses 
should take steps now to deal with 
these requests.

The European Commission is producing 
new draft standard contractual clauses 
which are expected to be issued this year. 

My business uses sub-contractors 
outside the UK. Can I transfer personal 
data from the UK?
The UK Data Protection Act (which 
incorporates the UK GDPR) will apply to 
transfers of personal data to countries 
outside the UK.

Similar principles to those outlined above 
regarding EEA data transfers apply to 
transfers of personal data from the UK. For 
the transfer to be permitted it must meet 
one of several permitted transfer conditions, 
including:
•  the territory is covered by an adequacy 

regulation;
•   binding corporate rules are in place; or 
•  the transfer is subject to standard 

UK-approved contractual clauses. 

The Government has said that it is going to 
recognise the European Commission-ap-
proved standard contractual clauses. 

Action points
(1) enter into standard contractual 
clauses with your suppliers/customers

(2) appoint a representative in the EEA 
(if required)

(3) update your privacy policy as 
necessary

(4) check whether your processing is 
“cross-border processing”
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Applications for EUTMs and RCDs not 
yet granted 
Action must be taken soon by any business 
which had applications for EUTMs and 
RCDs pending at the beginning of this year. 
Such businesses have a 9 month period in 
which they can apply for the equivalent UK 
right and pay the applicable fees to do so.
 
No doubt proprietors of relevant registered 
rights will consider how valuable they are 
likely to be in the UK before incurring the 
expense of applying for replacement UK 
rights. Renewal dates will be the same as 
those which applied to the rights in the first 
place so separate UK-only renewal fees 
may need to be paid relatively soon after the 
UK right has been obtained.

Other IP rights in outline
Patents are not significantly affected by the 
ending of the UK’s membership of the EU. 
The European Patent Convention (EPO) is 
not an EU institution. Owners of European 
Patents (EPs) will therefore not need to take 
any further steps as EPs will remain 
protected in the UK as it is in about 30 other 
EPO signatory countries which are not all in 
the EU. The UK has in any event suggested 
that it does not want to be party of the 
separate Unitary Patent system.

Software code proprietors will note that 
copyright is also unaffected by the Trade 
and Cooperation Agreement on account of 
cross-border copyright protection ensured 
through certain international treaties.

The UK is setting up its own geographical 
indication (GI) schemes that will benefit 

well-known food and drink products.

If you own EU IP rights, what should you 
now be doing? 
In view of the automatic grant of compara-
ble UK rights, there are several actions that 
a relevant UK business should be 
taking now:
•  Identify all EUTM and RCD applications 

that are still in progress to ascertain if any 
might be allowed to expire if the enter-
prise’s only market is the UK. On the other 
hand, if it has no UK-presence or trade, it 
should consider if it is still worthwhile to 
pay the fees to apply for the replacement 
UK trade mark or design right in the 
next 9 months;

•  Review EUTMs and RCDs that are due to 
be renewed and note the same renewal 
date for the “cloned” UK right;

•  In connection with proving use of trade 
marks (essential to achieve enforceability), 
review records of EUTM use to distinguish 
between use made of the mark in the UK 
and use made in the EU;

•  Consider any ongoing contentious 
proceedings relating to EUTMs and RCDs 
and how the split between EU and UK 
rights is affected. Businesses should 
consider any pan-EU injunctions granted 
in their favour or which are being sought 
as a remedy in any continuing 
proceedings;

•  Review all current commercial contracts 
that relate to IP, especially licencing and 
co-existence agreements and how these 
may be affected generally by the TCA and 
by the newly-created UK rights;

•  IP owners should notify any licensees or 
owners of charges on EUTMs or RCDs 

that the rights will be split between 
newly-created UK rights and the remnant 
of the rights that remain current in the EU. 
Any licences or security interests now 
registered at the EU Intellectual Property 
Office are not automatically registered 
with the IPO;

•  If a business wishes to make a new trade 
mark or design application or take any 
other actions such as oppositions or 
cancellation proceedings in the IPO, it will 
need to provide an address for service 
that must be in the UK (including the Isle 
of Man), the Channel Islands or Gibraltar. 
Applicants for new EUTMs or RCDs will 
need to appoint representatives based in 
the European Economic Area to make 
such applications, so now might be a 
good time for an enterprise to review its 
IP advisors;

•  Pending the issue of new UK trade mark 
and design registration certificates, 
enterprises should refer to the IPO website 
and make copies of the comparable rights 
registrations as evidence of title to their 
new comparable IP rights.

Further information is given by the UK 
government here. Moore Barlow is able to 
advise further on IP portfolios and prospec-
tive applications for new trade marks 
and designs.

 
Laurie Heizler | Of counsel

01483 464272

laurie.heizler@moorebarlow.com

Where does the end of 
the Brexit transition 
period leave IP rights 
owners in the UK?
It is welcome news that the UK has finally 
secured a reasonably comprehensive Trade 
and Cooperation Agreement (TCA) with the 
EU. Accordingly, as of now, EU laws and 
arrangements that prevailed during the 
post-Brexit transition period no longer apply.

UK businesses have long been used to 
securing EU intellectual property (IP) rights 
which have provided trade mark and design 
protection in all EU member states including 
the UK through a single registration. Such 
rights still of course continue, but UK 
protection through them no longer applies.

The rights in question are registered EU 
Trade Marks (EUTMs) and Registered 
Community Designs (RCDs) which now no 
longer offer protection in the UK for brands 
and designs respectively. Unregistered 
Community Designs (UCDs) will also no 
longer apply to less formal designs that orig-
inate in the UK.

Nevertheless, with some caveats, business-
es will not lose rights on account of 
arrangements that have put in place that will 
confer equivalent rights to UK owners of 
EUTMs, RCDs and UCDs in accordance 
with the original UK/EU Withdrawal 
Agreement. Businesses should therefore 
review their portfolios of IP rights to take 
account of the acquisition of the new 
“cloned” UK rights and the position relating 

to EUTMs or RCDs that were still in course 
of application at the beginning of this year.
 
Newly-created UK rights will have new 
registration numbers but no fees will be pay-
able with respect to them and there is no 
need to complete any applications. The 
comparable rights will be automatically 
granted to UK owners of EUTMs, RCDs and 
UCDs but it is nevertheless possible to 
opt-out from receiving them.

What will happen with EUTMs? 
EUTMs that have been granted will give rise 
to a new comparable UK trade mark that 
confers the exact same rights and advan-
tages (the same filing, priority and seniority 
dates and the equivalent protective effect for 
the relevant goods and services) in the UK 
as does the EUTM in the EU. The EUTM 
itself is thus still valid and the UK owner is 
still able to bring proceedings if it is infringed 
in any EU member state.

The comparable UK trade mark will be 
recorded on the register of trade marks at 
the UK Intellectual Property Office (IPO) and 
have the same legal status as if it had been 
previously applied for and registered 
successfully. It is a fully independent trade 
mark that may be challenged, transferred 
and renewed independently of the original 
EUTM it derives from.

What is the position with 
RCDs and UCDs?
Owners of RCDs at the end of 2020 are 
now entitled to a fully equivalent and 
independent UK registered design right that 
will confer protection in the UK. They would 

be additional to any UK registered designs 
that the proprietor may have already 
obtained under the provisions of the 
Registered Designs Act 1949. The original 
RCDs themselves will of course remain valid 
and enforceable in all EU member states.

Businesses entitled to UCDs will automati-
cally acquire equivalent UK unregistered 
design rights for the remainder of the three 
year term conferred by the UCD. 

A supplementary unregistered design (SUD) 
will now also be enforceable in appropriate 
circumstances which will be the new 
comparable right to the UCD in the UK. A 
SUD is established by first disclosure in the 
UK or certain other counties not including 
the EU. Disclosure in the EU could destroy 
novelty and render the design invalid 
in the UK.

Independent unregistered design protection 
already exists according to Part III of the 
Copyright, Designs and Patents Act 1988 
and it runs for a potential 15 year period.
 
International trade marks and designs
Trade marks and designs that have been 
applied for on an international basis as a 
bundle of rights in various jurisdictions 
including the EU will also have protection in 
the UK. They will likewise have effect in the 
UK as re-registered rights. Where the 
international application designating the EU 
has not yet achieved protected status, the 
proprietor will have the benefit of the 9 
month period to apply for a UK equiva-
lent right.

https://www.gov.uk/government/news/intellectual-property-after-1-january-2021


8 Tech News | February 2021

Guildford London Lymington Richmond Southampton Woking

www.moorebarlow.com

grounds, not general economic or political 
interests. A ‘statement of policy intent’ will 
set out and influence how the SoS uses 
their powers and include illustrative 
examples of factors that may be 
considered. 

What happens if a national security risk 
is found? 
The SoS may prohibit or undo the deal, or 
impose conditions with no limit on the 
conditions that could be imposed. For 
example, the acquirer and the target may be 
obliged to change the terms of the deal or 
how the target operates, to supply informa-
tion to the government from time to time, or 
be forced to undertake not to deal with, or 
transfer property or information to, certain 
countries or parties.

Is there a penalty for 
non-compliance? 
Where the mandatory notice regime applies 
and a transaction is completed before it is 
cleared, the transaction will be void and the 
parties can be subject to fines of up to the 
higher of 5% of worldwide turnover and £10 
million. Individuals may also be imprisoned 
for up to five years. Other penalties also 
apply for non-compliance with information 
requests or other aspects of the re-
view process. 

The obligation to notify (and hence the 
penalty for failure to notify) falls on the buyer. 
If the deal is voided or conditions are 
imposed, the practical consequences will 
fall on all involved (including advisers to the 
deal and especially introducers who have 
received fees on the basis of a done deal). 
How parties mitigate that risk is yet to be 
seen and will be subject to much negotia-
tion. It is very likely that more deals will be 
notified than the c.1000 p.a. which the 
Government has said it expects. 

How best to deal with the deal
If enacted, all deals within the UK’s tech 
sector will be impacted. It is therefore 
imperative that anyone involved in any M&A 
deals take good legal advice. We can advise 
you on whether a transaction is notifiable 
and how to deal with the risk of that deal 
being delayed or becoming subject to 
conditions. 

Mark Lucas | Partner

01483 464202

mark.lucas@moorebarlow.com

How will the National 
Security and Investment 
Bill affect tech sector 
deals?
The Government wants “greater safeguard-
ing powers to ensure that a small number of 
investments that may aim to harm the UK’s 
national security cannot do so”. It says its 
new National Security and Investment Bill 
will “strengthen the UK’s ability to investigate 
and intervene in mergers, acquisitions and 
other types of deal that could threaten our 
national security”.

This sounds reasonable but, if enacted (and 
we have no reason to suppose that it will 
not be enacted as drafted in the first half of 
this year), the bill will have a significant 
impact on all deals within the technology 
sector. Anyone undergoing or planning any 
M&A activity must be aware of the challeng-
es this bill will bring. Tech businesses in 
particular need to know whether a transac-
tion is notifiable, as well as how to deal with 
the risk of the deal being delayed, becoming 
subject to conditions, or even being voided. 

What does the bill mean in practice? 
It gives the government the power to:
•  stop or regulate and even undo any 

acquisition of any UK-based businesses 
or assets which it perceives to carry 
national security risks; and 

•  require advanced notice and approval of 
all deals in 17 “sensitive” but broadly-de-
fined sectors of the UK economy.

It places the burden of managing and 
mitigating the risk of government interven-
tion on all involved in M&A deals, as well as 
those involved in deals related to significant 
technology, intellectual property or land.

The bill, which has its second reading in the 
House of Lords in early February 2021, 
gives no clear guidance as to what deals 
could be affected, and will delay and add 
costs to many deals. The new law can also 
be applied retrospectively, meaning that 
deals completed since 11 November 2020 
could be cancelled. Additionally, and in 
contrast to most controls on mergers, the 
bill is subject to few mitigating aspects such 
as minimum deal-sizes or turnover 
thresholds. 

How will the new law work? 
The soon-to-be-enacted law will:
•  allow the Secretary of State for Business, 

Energy & Industrial Strategy (SoS) to 

assess whether, and act if, a deal is a 
national security risk;

•  require buyers in the sensitive sectors to 
seek approval before completing 
their deal;

•  require notice even for an increase in 
shareholding which passes the threshold 
of 15%, 25%, 50% or 75% of the votes or 
shares or which gives ‘material influence’. 
(Most buyers, especially PE houses, and 
many funders will have material influence);

•  encourage voluntary notice in other 
sectors; and

•  impose remarkable financial and criminal 
sanctions for non-compliance – and the 
ultimate sanction of invalidating any deal.

The sensitive sectors in which notice is 
mandatory are widely defined. They include 
advanced materials and robotics, AI, 
nuclear, communications, computer 
hardware, critical supplies to government, 
cryptographic authentication, data infra-
structure, defence, energy, engineering 
biology, military, quantum satellite and space 
technologies and transport. 

Many deals which few think have any 
strategic relevance will therefore be subject 
to mandatory notice. 

Thirty working days
Where mandatory, notice gives the SoS 30 
working days to review and clear the deal 
(which can be extended by a further 30 or 
even 45 working days). If no notice of a deal 
has been made (whether notice was 
mandatory or merely voluntary or merely 
because the bill had not yet become law), 
the SoS can call in the deal for review up to 
five years after completion. They can also 
review notified transactions within six 
months of their completion.

Impact on all transactions  
It is not only company acquisitions that may 
be reviewed: the new regime also applies to 
any assignment or licence of an asset (eg, 
intellectual property, technology or informa-
tion) and any acquisition, occupation or 
assignment of potentially strategic land. The 
new law will also have extra-territorial effect, 
as it applies to any asset, wherever located, 
so long as it’s used in an activity in the UK, 
or to supply goods or services in the UK.

What is a national security risk?  
The only real test is whether the SoS is 
satisfied that, on the balance of probabili-
ties, the deal poses, or would pose, a 
national security risk. The SoS can only 
base any decision on national security 


