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journalistic, regulatory activity and legal 
privilege exemptions and, in each case, the 
court held that the exemptions did not apply 
and that in order to rely upon them, the 
recipient of a SAR had to have clear 
evidence that they applied. 

Was the initial SAR response adequate? 
This was the only issue where the court 
found in favour of Mr Bridle: as long as the 
SAR is reasonably intelligible, there was no 
additional requirement to provide complete 
paragraphs or sentences in making a 
response – short, factual statements/
comments would be sufficient.

Businesses on the receiving end of a SAR 
need to be particularly aware of the fact 
there is a potential risk to directors who 
could incur personal liability if found to be 
the data controller and they also need to 
realise that ‘personal data’ can have a 
surprisingly wide scope. At the same time, 
businesses should be comforted by the fact 
that there is a clear ruling that the SAR does 
not entitle the individual to receive actual 
documents.
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No right to receive documentation: The 
person making a SAR has no right to 
receive documents, but only a right to 
receive the information comprising his/her 
personal data. Accordingly, businesses can 
feel emboldened to reject requests for 
documents. 

What type of information is covered by 
the term “personal data”? The court 
decided that the identity of recipients of 
information relating to the individual making 
a SAR can be part of the relevant personal 
data and subject to disclosure where this 
information is significant in a biographical 
sense and where its main focus is the 
individual making the SAR. Consequently, 
‘personal data’ can be an elastic concept 
and is not limited to the personal attributes 
of an individual.

Withholding information relating to third 
parties: Although the relevant legislation 
allows certain information relating to third 
parties to be withheld in certain circum-
stances, the court was at pains to point out 
that this did not provide a blanket ban on 
any third party information being disclosed 
at all and criticised Mr Bridle for his attempts 
to do so. 

Exemptions from responding to a SAR: 
Mr Bridle’s attempts to avoid responding 
further to the initial SAR were based on the 

Data Protection - how to 
deal with subject access 
requests?
Following the arrival of GDPR there has 
been a notable increase in the number of 
subject access requests (SARs) whereby 
individuals make formal requests to receive 
details about the personal data a business 
holds on them. As these requests can be 
time-consuming and expensive to deal with, 
it is no surprise that businesses have been 
seeking to minimise their efforts responding 
to a SAR. If you are a business on the 
receiving end of a SAR, you should be 
particularly aware of potential risks to 
directors who could incur personal liability if 
found to be the ‘data controller’. 

The recent important decision in the 
protection claim Rudd v Bridle examined the 
whole area of SARs with a number of 
important principles being confirmed: 

Who is the data controller in relation to 
personal data? The simple answer is that 
this is the party who ultimately decides the 
purposes and manner in which personal 
data is being processed. In this case, the 
court decided that the facts pointed clearly 
to Mr Bridle being the data controller and 
not his company. This had important 
implications as the final court order made 
was against Mr Bridle personally. 

Editorial Welcome note 
Welcome to our first issue of our Tech newsletter, where we provide you 
with the latest information in the technology sector about key issues 
affecting you and your businesses.

In this update we cover how to deal with subject access requests and 
dealing with cybercrime in keeping your IP safe. We also look at the 
lessons from coronavirus on keeping your supply chain safe and pro-
tecting privacy in a world of surveillance with facial recognition technolo-
gy.

If you have any questions or suggestions for topics that you would like 
to see in future newsletters, please contact me on 
023 8071 8078
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Keeping your IP safe
Cyber-crime is reported to be one of the 
fastest growing areas of crime, often 
involving fraudsters gaining access to IT 
systems, either to exploit them directly or as 
a step towards acquiring access to online 
banking facilities or other exploitable 
information.

To gain access, fraudsters typically exploit 
security weaknesses in a business’s IT 
systems. For example, that might involve a 
direct effort to bypass security and take 
remote control of servers or terminals, or by 
“tricking” businesses into installing malicious 
software. Sometimes, businesses might be 
“tricked” into installing malicious software by 
hiding it inside something legitimate – per-
haps, for example, within your product. As 
products get ever-more sophisticated, and 
in an on-line world, it could be harder and 
harder to spot if a third party has maliciously 
tampered with your product. 

Imagine your business was exploited to 
modify your product so as to sneak 
malicious code into your clients’ IT systems. 
It might be that your software or “app” has 
been compromised to effect a ransomware 
attack, that the website you designed is 
passing on confidential information, that the 
cloning image you use when building new 
machines has been tampered with to enable 
a fraudster to gain access remotely, or that 
your embedded product has become a 
remotely-controlled snooping device. Where 
would that leave you, if the scam 
succeeded?

The first problem might be proving that you 
weren’t involved in the scam. If someone 
has compromised your product, they will 
have left as little evidence as possible of 
doing so therefore identifying the fraudster 
may be near-impossible. Storing your code 
securely is a start though not an infallible 
solution by itself. Do you have sufficient 
change logs, audit records and security 

procedures to be able to identify what 
happened and piece together a basic 
defence demonstrating that the scam was 
perpetrated by someone other than you? 
And do you check these records regularly to 
monitor for any tampering before 
harm is done?

The second problem will be managing your 
liability. If your product had – through the 
actions of a third party – been rendered as 
not fit for purpose by having become 
malicious, then a Court would likely be very 
reluctant to uphold any terms of business 
that would bar a claim by your clients for 
their losses. You might be able to maintain a 
cap on your liability to a particular client, or 
perhaps exclude consequential losses (i.e. 
losses that are not a direct consequence of 
the faulty product), but this could still leave 
you with a significant financial exposure. 
Overall liability could rapidly spiral if many of 
your clients were affected, especially if the 
scam has been operating unnoticed for 
some time. 

The third problem might be the damage to 
your reputation. This could be particularly 
difficult to manage if the scam gives rise to 
any reporting obligations under the General 
Data Protection Regulations (GDPR), as the 
Information Commissioner might decide to 
publicise the incident to help protect other 
clients. The swift resolution of any claims 
might reduce any adverse publicity, though 
might also be expensive. 

So, this is likely to be a case of prevention is 
better than cure. Keeping your terms of 
business up to date is a sensible precau-
tion, but having excellent quality control and 
security processes - to ensure that the code 
you distribute is the code that you have writ-
ten - is likely to be preferable to trying to 
defend claims if things go wrong.
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UK Innovator and Start 
Up Visa - is it a 
success?
With reports that very few applications 
have been approved, it seems that the 
new start up visas that were introduced 
earlier this year are very difficult to obtain. 

There are calls to make the system a lot 
easier. Indications are that many migrants 
are continuing to come under the Tier 2 
General or Intra Company Transfer visa 
and there has been an increase in Tier 2 
applications due to the difficulties in 
obtaining the UK Innovator and Start 
Up visas. 

The shortage occupation list has been 
expanded to include more IT related 
roles. Programmers and software 
development professionals and IT 
business analysts, architects and 
systems designers in the SOL have all 
been added. This makes it easier for 
certain professionals to come and work 
in the UK. There is no labour market test 
and the visa fees are lower and this is 
making the Tier 2 option a more 
attractive route. 

Experts have warned that the UK 
Innovator and Start up visa will hurt the 
country’s economy with many labelling 
the visa a ‘complete disaster.’

A report published by Eastern Eye points 
to a problem in recruiting talent from 
certain countries including India, Pakistan 
and Bangladesh. There are calls to 
rebuild the economy post Brexit. 

The UK Innovator visa is endorsed by 29 
bodies some of which are banks and 
other types of investment funds. There 
are claims that they are very busy with 
applications but they can only endorse 
25 applications in a year. There are 
claims that at least four bodies have 
dropped out of the innovator visa 
scheme claiming that they struggled to 
cope with the number of applications. 

Experts are complaining that the 
innovator visa is too strict.
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members of the public for the purposes of 
uniquely identifying an individual
• Controllers must identify a lawful basis for 
LFR and have an appropriate policy 
document in place at the time of processing
• In the absence of individual consent, the 
processing must be “strictly necessary” for 
the law enforcement purposes.

The ICO has raised significant concerns 
about the creation of watchlists that are 
compiled using custody images that should 
have been deleted from police systems or 
are compiled from images with uncertain 
provenance where accuracy may be an 
issue (for example sourced from so-
cial media).

The ICO also raised concerns about the 
potential for inherent technical bias (for 
example gender or ethnicity bias) in the way 
the LFR technology works. 

In the not too distant future, we can expect 
to see a binding code of practice issued for 
police and other law enforcement agencies 
on the use of LFR and similar biometric 
technologies. LFR technology can enable 
the surveillance of individuals on a massive 
scale. It has the potential to be a force for 
good – maintain public security by identify-
ing and aiding the apprehension of 
criminals. However, adequate safeguards 
must be put in place for this technology 
otherwise it could be used intrusively or 
inconsistently by law enforcement organisa-
tions which could undermine public 
confidence in its use.
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Facial recognition 
technology – protecting 
privacy in a world of 
surveillance
The use of live or automated, facial 
recognition (LFR) software by law enforce-
ment in public places is fast increasing in 
the UK. It enables rapid surveillance of 
thousands of people. However, the 
increased use of LFR also highlights the 
tricky balance between an individuals’ right 
to privacy and the need for police powers to 
keep us safe. 

Whilst the use of LFR software to locate 
serious offenders has obvious benefits to 
law enforcement authorities, concerns have 
been raised by civil liberties groups and the 
Information Commissioner’s Office (ICO) 
about infringement of privacy and inherent 
bias in the technology. 

LFR software analyses a person’s facial 
features and then compares its findings 
against the faces of those stored in a 
database (known as “watchlists”) to try to 
find a match. The database may include 
suspects, missing people and persons of 
interest. 

In August 2016 the Metropolitan Police 
Service deployed LFR technology at the 
Notting Hill Carnival. Since June 2017 the 
South Wales Police has deployed LFR on a 
number of occasions at sports matches and 
other large events. More recently, in 
February 2020, the Metropolitan Police 
started using LFR cameras on Lon-
don Streets. 

The face of a member of the public, Edward 
Bridges, was scanned by South Wales 
police’s LFR technology, known as AFR 
Locate, during a pilot project whilst he 
attended a peaceful anti-arms protest in 
2018 and was shopping for Christmas in 
the previous year.

Mr Bridges claimed that the processing of 
his image violated his privacy and data 
protection rights and caused him distress. 
This was a significant decision and the first 
time the use of LFR technology has been 
scrutinised by our courts. In its decision, the 
High Court found that South Wales Police’s 
use of LFR technology was lawful. However, 
this decision was appealed and in August 
2020 the Court of Appeal overturned parts 
of the High Court’s decision and held that 
South Wales Police Force’s use of AFR 
technology was not in accordance with the 
law for the purposes of Article 8 of the 
European Convention on Human Rights and 
was in breach of the Equality Act 2010 and 
Data Protection Act 2018.

Amongst other things, the Court of Appeal 
held that:

• the data protection impact assessment 
conducted by South Wales Police failed to 
properly assess the rights and freedoms of 
data subjects and failed to address the 
measures envisaged to mitigate the risks 
arising from the use of the LFR; and
• South Wales Police had not done all it 
reasonably could to fulfil its public sector 
equality duty. They had never investigated 
whether AFR had an unacceptable bias on 
grounds of race or gender. However, there 
was no clear evidence that the AFR was in 
fact biased on these grounds.

In its statement on the Court of Appeal 
judgment, an ICO spokesperson said:
“We welcome the Court of Appeal’s 
judgment that provides clarification on the 
police use of live facial recognition technolo-
gy in public places.
“Facial recognition relies on sensitive 
personal data and balancing people’s right 
to privacy with the surveillance technology 
the police need to carry out their role 
effectively is challenging. But for the public 
to have trust and confidence in the police 
and their actions there needs to be a clear 
legal framework. Today’s judgment is a 
useful step towards providing that.”

This decision has highlighted the difficult 
balance between individuals’ rights to 
privacy and the need for police powers to 
keep us safe. 

Earlier this year the ICO issued an opinion in 
the use of this technology by law enforce-
ment in public places. The ICO’s opinion 
makes the following points:
• Data protection law applies to use of LFR 
because it involves the processing of 
personal data
• The use of LFR for law enforcement 
purposes is sensitive processing because it 
involves processing biometric data of 

perform the contract in circumstances 
which are now said to amount to frustration. 
Where frustration is held to have arisen, the 
contract is automatically terminated and 
neither party is required to perform any 
future obligations but all obligations arising 
before frustration occurs remain binding on 
the parties. There is also legislation in place 
that allows a party that has already made 
payments (or benefits in kind) to the other 
party to recoup some or all of those 
payments (or benefits) where the Court feels 
that it would be just to do so and a number 
of factors are set out in the legislation to 
help guide the courts and parties.

Taking Action. Before a party asserts that 
it is entitled to claim force majeure or 
frustration, it needs to have a detailed 
understanding of all the background facts 
and details of the contract. Otherwise, an 
assertion of force majeure or frustration 
could be wrong with the result that the party 
making the claim is itself in breach of the 
contract, entitling the other party to 
terminate and claim damages arising as a 
result of that breach.
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How safe is your supply 
chain – The lessons from 
coronavirus
The ongoing coronavirus pandemic has 
disrupted supply chains on both a local and 
global level: in some cases it has been 
impossible to perform contractual obliga-
tions at all and in others performance has 
been severely delayed. In short, coronavirus 
has provided a setting in which the legal 
principles of force majeure and frustration 
have been highly relevant: due to the fact 
that, in the correct circumstances, these 
principles can excuse a party’s non-perfor-
mance and/or lead to the early termination 
of a contract without liability arising. 
Accordingly, when does force majeure or 
frustration protect the affected party from a 
claim for damages? 

Force Majeure. This defence can only arise 
if there is an express force majeure clause in 
place. If the force majeure clause refers 
expressly to “epidemics” or “diseases””, 
there is a reasonable chance that the virus 
will be seen as a qualifying force majeure 
event. Even if such wording is not present, 
many force majeure clauses refer to any 
circumstances beyond a party’s reasonable 
control and so it may also be possible to 
show that Coronavirus should be seen as a 
force majeure event. Some commentators 
have suggested that given the outbreak of 
SARS a few years ago, it is arguable that 
the current coronavirus outbreak could be 
seen as foreseeable and therefore not a 
force majeure event, unless epidemic or 
disease is expressly mentioned.

In order for a party to rely on force majeure, 
it will need to show that:
• Coronavirus (or another force majeure 
event) comes within the contractual 
definition of force majeure; and
• Coronavirus (or another force majeure 
event) is the sole reason for non-perfor-
mance; and any notification requirements 
have been strictly followed.

Frustration. If there is no force majeure 
clause, then the only way an affected party 
can avoid legal liability is through the legal 
concept of frustration. This requires a party 
to show that it is either physically or 
commercially impossible to perform a 
contract due to a supervening event that 
has occurred since the contract was 
concluded through no fault of the af-
fected party.

The concept of frustration needs to be 
distinguished from force majeure:
• the legal test for frustration is far stricter 
than that for force majeure as it requires a 
party to show that it is impossible to 
perform a contract (or that the obligations 
have become radically different) due to the 
frustrating event; and
• the legal effects are more dramatic: if it is 
shown that frustration has occurred, the 

contract is automatically terminated and 
neither party has to perform any future 
obligations to the other (although any 
contractual obligations that have arisen 
before the date of termination will remain 
enforceable).

Unfortunately, the case law on frustration is 
not as clear-cut as it could be. For example, 
although some cases refer to “commercial 
impossibility” of performing a contract as 
being sufficient to show that frustration has 
occurred, other case law makes it very clear 
that simply because obligations become 
more expensive (and even uneconomic) to 
perform, this is not sufficient for frustration. 
The courts in recent years have suggested 
that obligations need to become “radically 
different” after the relevant supervening 
effect for frustration to apply and so there is 
still room for debate as to exactly when 
performance moves from being more 
onerous to “radically different” or impossible. 

In determining whether or not frustration has 
taken place, the court often has to under-
take a complex assessment of all relevant 
circumstances, including:
•  the terms of the contract;
•  the factual background to the contract;
• the parties’ knowledge and expectations 
about risk;
• the parties’ view as to the ability to 
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account of contractual validity and the 
possibility of the SCC contract being 
overridden by draconian surveillance laws 
(as with the US).

• The US Department of Commerce has 
reminded Privacy Shield participants that 
the ruling does not relieve them of their 
contractual obligations to EU data export-
ers. They must keep their Privacy Shield 
certification in force or withdraw from the 
Privacy Shield entirely.

• Facebook has confirmed that the Irish 
Data Protection Commissioner has made an 
order against it preventing it from transfer-
ring the personal data of EU users 
to the US.

What action should data exporters now 
take? If you are an exporter of data to a 
country outside the EU, you should be 
taking the following steps:
• Check guidelines issued by the ICO 
relevant to data transfer overseas to 
understand the latest position. Get in touch 
with the ICO, or with ourselves, if you have 
any questions.

• Now is good time to review all data 
transfers you make, whether out of the EU 
to third countries, or, in anticipation of the 
imminent ending of the post-Brexit transition 
period, from the UK to EU member states 
and ensure that they are legitimate.

• SCCs and the Privacy Shield are not the 
only mechanisms that may legitimate 
personal data exports. You should review if 
any of the alternatives such as Binding 
Corporate Rules (BCRs), general adequacy 
findings pertaining to certain third countries 
or explicit consent of all relevant 
data subjects.

• If you export data to any Privacy Shield 
adherents in the US, you should terminate 
and replace the arrangement with a contract 
with the importer based on SCCs. You 
should only implement the contract after 
you have carried out a data protection 
impact assessment that takes into account 
the ability of the importer to comply fully 
with the contract in the context of the data 
protection laws of the country in which the 
importer is based. 
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The privacy shield is 
illegal – you may not be 
able to transfer personal 
data to the United States
On 16 July, the Court of Justice of the 
European Union (CJEU) ruled that the 
mechanism that allowed the transfer of 
personal data of European Union citizens to 
the United States was no longer legitimate 
under European data protection laws. The 
mechanism is known as the Privacy Shield. 
In 2016 it replaced the Safe Harbor 
Principles which were themselves invalidat-
ed on similar grounds. The Privacy Shield 
has been ruled as being incapable of 
protecting personal data exported from the 
EU to the US because of the possibility of 
exposure to intrusive and potentially 
unlimited surveillance on law enforcement 
and national security grounds.

What is the Privacy Shield? The Privacy 
Shield has been a mechanism whereby US 
entities that fulfil a self-certification process 
could be found to be “adequate” and 
named on a register kept by the Internation-
al Trade Administration (ITA) under the US 
Department of Commerce. Being signed up 
to the Privacy Shield meant that some 5200 
US adherents could import and process 
personal data from EU entities.

Max Schrems, an Austrian national, is the 
privacy activist who brought the case (Data 
Protection Commissioner-v-Facebook 
Ireland and Maximillian Schrems - Case 
C-311/18), now generally known as 
“Schrems II”. He initially complained to 
Facebook claiming that it was not entitled to 
use contracts containing Standard Contrac-
tual Clauses (SCCs) to transfer data from 
Ireland to the US. SCCs are the usual 
mechanism in which separate entities in 
each jurisdiction agree formal data protec-
tion provisions in a binding contract with 
wording that cannot significantly be varied. 
The case came to the Irish High Court and 
involved a general challenge to SCCs as a 
valid data transfer method as well as to the 
validity of the Privacy Shield. These 
questions were referred to the CJEU. The 
judgment applied the principle that EU 
standards of data protection must travel 
with the personal data when it is exported 
to other jurisdictions.

What is the detail of the CJEU’s findings 
in Schrems II? 
• The CJEU ruled that the Privacy Shield is 
illegal since it does not give EU residents 

actionable rights equivalent to those they 
have in the EU before a body that can 
guarantee to protect their personal data (this 
was much the same finding made in 
“Schrems I” in 2015 in connection with Safe 
Harbor). Personal data of EU residents may 
be processed freely by US government 
authorities for public, defence and state 
security reasons but US law does not 
ensure an equivalent level of protection.

• However, the CJEU also found that the 
1987 Decision that implemented SCCs was 
valid. SCCs are therefore permissible as a 
mechanism for transferring personal data 
anywhere outside the EU. Such validity is 
however based only on contract law. There 
is a secondary obligation on exporters and 
importers of personal data to verify if the 
level of protection of personal data in the 
country of the importer is acceptable and 
that there are no circumstances in the 
importer’s jurisdiction that would impinge on 
the protective efficacy of the SCCs. It is also 
the case that importers must inform 
exporters on an active basis if they have any 
inability to comply with the SCCs. If there is 
a difficulty in this regard, the data transfer 
must be suspended and the contract 
terminated if necessary. Accordingly, the 
ensure that the data export is legitimate, an 
impact assessment taking all these factors 
into account must be made. 

What have been the reactions to 
Schrems II? The case will no doubt have a 
negative effect on data transfers, whether 
B2B, domestic or in relation to health data, 
to third countries especially the US. 
Regulators will be looking for ways to 
mitigate the impact of Schrems II. In 
particular:
• The European Data Protection Board 
(EDPB) has welcomed the ruling as it 
underlines the fundamental right to privacy 
in the transfer of personal data to all third 
countries. It has adopted a document in the 
form of answers to anticipated questions 
which are well worth reading.

• The UK regulatory authority, the Informa-
tion Commissioner’s Office (ICO), more 
pragmatically has said that entities using the 
Privacy Shield to transfer personal data to 
the US should continue to do so until further 
guidance is available. SCCs may still be 
used, but the ICO has followed the findings 
in Schrems II by stating that companies 
transferring data on SCCs should conduct a 
risk assessment as to whether they provide 
enough protection in the context in which 
they are used. These assessments will take 


